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SecureGas User Requirements

User Requirements reflect the expectations and needs of end-users with regard to 
security solutions, such as the SecureGas system. Those  requirements refer to the 
desired and needed functionalities offered by the SecureGas system. 

The User requirements are the baseline for the design, development and 
realization of the SecureGas solution – They will be translated into Technical 
Requirements so as to be addressed by the process of technological development. 

The Workshop targets the validation of the defined User Requirements, so as to 
ensure that they do reflect the needs of a wide target group. 
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SecureGas User Requirements

The SecureGas User Requirements were defined considering:

SecureGas end-users expectations and needs

Information availability in the DoW

Literature survey findings
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SecureGas User Requirements

 76 requirements in total

 User requirements are grouped into 3 types:

- Regulatory 

- Organizational 

- Operational 

 Further classification of requirements into categories



Securing the European Gas NetworkSU-INFRA01-2018 | Grant Agreement No. 833017

SecureGas User Requirements

Classification of User Requirements

Type Category 

Regulatory
EU legislation

National legislation

Organizational
International Standards

Management Systems 

Operational

Confidentiality

Conditions

Interoperability

Detection, situational awareness and decision support

Usability

Information management

Costs
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SecureGas User Requirements

User Requirements have been assigned a priority level (High, Medium, Low). 

 High priority: Those are the mandatory requirements which are absolutely 
needed, otherwise the core value of the SecureGas solution is missing.

 Medium priority: Those requirements are important requirements that add the 
necessary functionalities to ensure that the system will deliver added technical 
and business value above the mandatory (high priority) requirements.

 Low priority: Those are interesting requirements that bring value but do not 
hamper the value of the SecureGas system if not met.
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SecureGas User Requirements

Regulatory Requirements Priority level 
Category Code Title Description

EU Legislation

RE-EULEG-01 Council Directive 2008/114/EC

The SecureGas system should comply with the principles of the 
Council Directive 2008/114/EC "on the identification and 
designation of European critical infrastructures and the assessment 
of the need to improve their protection". 

High 

RE-EULEG-02 EU Regulation 2017/1938

The SecureGas system should comply with the principles of the EU 
Regulation 2017/1938 concerning "measures to safeguard the 
security of the gas supply and repealing Regulation (EU) No 
994/2010".

High 

RE-EULEG-03 EU Directive 2016/1148 (NIS Directive)

The SecureGas system should comply with the principles of the EU 
Directive 2016/1148 (NIS Directive) concerning "measures of a high 
common level of security of network and information systems 
across the Union". 

High 

RE-EULEG-04 EU Regulation 2016/679

The SecureGas system should comply with the principles of the EU 
Regulation 2016/679 "on the protection of natural persons with 
regard to processing of personal data and on the free movement of 
such data". 

High 

RE-EULEG-05 EU Regulation 2010/994

The SecureGas system should comply with the principles of the EU 
Regulation 2010/994 concerning "measures to safeguard security of 
gas supply. Aims at demonstrating all necessary measures are being 
taken to ensure continuous
supply, in case of difficult climatic conditions in the event of 
disruption".

High 

RE-EULEG-06 EU Directive 2004/67/EC 

The SecureGas system should comply with the principles of the EU 
Directive 2004/67/EC concerning "measures to safeguard an 
adequate level for the security of gas supply". High 

RE-EULEG-07 Charter of fundamental Rights of the European Union 2010/C 83/02
The SecureGas system should comply with the principles of the 
Charter of fundamental Rights of the European Union 2010/C/83/02 
(dignity, freedom, solidarity, equality, citizen's rights, etc.).

High 

RE-EULEG-08 EU Regulation 2009/715 

The SecureGas system should comply with the principles of the EU 
Regulation 2009/715 "on the conditions for access to the natural 
gas transmission networks.
(European network of transmission system operators for gas 
ENTSO; Unbundling gas grid; gas market; Hub requirements) 

High 
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SecureGas User Requirements
Regulatory Requirements Priority level 

Category Code Title Description
National Legislation

RE-NLEG-01 Italian Law No. 481/1995

The SecureGas system should comply with the principles 
of the Italian Law No. 481 of 14 November 1995 on the 
rules for competition and regulation of utilities services 

and the establishment of the regulation authorities. 

High 

RE-NLEG-02 Greek National Gazette 603/B/5.3.2012

The SecureGas system should comply with the principles 
of the Greek National Gazette 603/B/5.3.2012 that 
regards the Technical Regulation "Natural gas 
transmission systems with a maximum operating 
pressure exceeding 16 bar".

High 

RE-NLEG-03 Greek Law 4001/2011 

The SecureGas system should comply with the principles 
of the Greek Law 4001/2011 concerning the electricity 
and natural gas market, and specifically with the Article 
73 of that Law that deals with the management of 
emergency situations.

High 

RE-NLEG-04 Greek National Gazette  1507/B/2.5.2018 

The SecureGas system should comply with the principles 
of the Greek National Gazette 1507/B/2.5.2018 on the 
"Amendment of the Natural Gas Distribution Network 
Management Code (National Gazette 487 /B/ 
20.02.2017)".

High 

RE-NLEG-05 Greek National Gazette  1712/B/23.11.2006 

The SecureGas system should comply with the principles 
of the Greek National Gazette 1712/B/23.11.2006 on 
the "Operation and maintenance manual for distribution 
networks of medium pressure (max. working pressure 
19 bar) and low pressure (max. working pressure 4 
bar)".

High 

RE-NLEG-06
Order of the Government of the Republic of Lithuania 
163/26.02.2008

The SecureGas System should comply with the principles 
of the Order of the Government of the Republic of 
Lithuania "Approval inventory of means for security of 
natural gas supply".

High 

RE-NLEG-07
Order of the Minister of Energy of the Republic of 

Lithuania
1-241/28.11.2012         

The SecureGas System should comply with the principles 
of the Order of the Minister of Energy of the Republic of 
Lithuania "National plan of preventive actions for 
security of natural gas supply". 

High 
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SecureGas User Requirements

Organizational  Requirements 
Priority level 

Category Code Title Description

International 
Standards

OR-STAN-01 ISO 9001 The SecureGas system should comply with the 
principles of the ISO 9001 "Quality Management", so 
as when it is deployed to not affect standard's 
implementation. 

High 

OR-STAN-02 ISO 14001 The SecureGas system should operate within the 
context of the ISO 14001 "Environmental Management 
Systems" and should not affect its implementation. 

High 

OR-STAN-03 ISO 27000 The SecureGas system should operate within the 
context of the ISO 27000 "Information security 
management systems" and should not affect its 
implementation. 

High 

OR-STAN-04 ISO 55000 The SecureGas system should operate within the 
context of the ISO 55000 "Asset Management" and 
should not affect its implementation. 

High 

OR-STAN-05 ISO 31000 The SecureGas system should operate within the 
context of the ISO 31000 "Risk Management" and 
should not affect its implementation. 

High 

OR-STAN-06 ISO 22301 The SecureGas system should operate within the 
context of the ISO 22301 "Business Continuity 
Management Systems" and should not affect its 
implementation. 

High 

OR-STAN-07 ISO/DIS 22396 The SecureGas system should operate within the 
context of the ISO/DIS 22396 "Security and Resilience -
Community resilience - Guideline for information 
exchange between organizations". 

High 
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SecureGas User Requirements
Organizational  Requirements 

Priority level 
Category Code Title Description

Management Systems OR-SYST- 01 Pipeline Integrity Management System (PIMS) The SecureGas system should operate within the 
context of the Pipeline Integrity Management 
System (PIMS) and should not affect its 
implementation.

High 

OR-SYST- 02 Safety Management System (SMS) The SecureGas system should operate within the 
context of the Safety Management System (SMS) 
and should not affect its implementation.

High 

OR-SYST- 03 Security Management System (SeMS) The SecureGas system should operate within the 
context of the Security Management System (SeMS) 
and should not affect its implementation. 

High 

OR-SYST- 04 Emergency/Disaster Management System The SecureGas system should operate within the 
context of the Emergency/Disaster Management 
System and should not affect its implementation. 

High 

OR-SYST- 05 Life Cycle Management System The SecureGas system should operate within the 
context of the Life Cycle Management System and 
should not affect its implementation. 

High 

OR-SYST- 06 Operations Integrity Management System The SecureGas system should operate within the 
context of the Operations Integrity Management 
System and should not affect its proper 
implementation. 

High 

OR-SYST- 07 Asset Integrity Management System The SecureGas system should operate within the 
context of the Asset Integrity Management System 
and should not affect its proper implementation. 

High 

OR-SYST- 08 Operation and Maintenance Manual for Natural Gas 
Distribution Networks

The SecureGas system should operate within the 
context of the Operation and Maintenance Manual 
for Distribution Networks of end-users. 

High 

OR-SYST- 09 Crisis Manual for Natural Gas Distribution Networks The SecureGas system should operate within the 
context of the Crisis Manual for Distribution 
Networks of end-users. 

High 
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SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Confidentiality, data 
protection and safety 

OP-CONF-01 Digitally secure and safe The SecureGas system should be digitally secure and safe 
(protected against hackers and malware).

High 

OP-CONF- 02 Hardware secure and safe Installed hardware components of the SecureGas system should be 
secure and safe to prevent loss, damage or harm of the system.

Medium 

OP-CONF-03 Authentication and 
authorization

The SecureGas system should allow for secure authentication and 
authorization for different types of users.

High 

OP-CONF-04 Encryption The SecureGas system should allow encrypted communication 
(whatever the exchange mode), so that critical information is not 
exposed to public unless completely necessary.

High 

Conditions OP-COND-01 Various kinds of user 
interventions 

The SecureGas system should be versatile and adaptable to various 
kinds of interventions of the user. For example, adding a new 
sensor/subsystem of a known type, relocating an existing sensor or 
disabling a sensor when deemed relevant for managing the 
situation.

Medium 

OP-COND-02 Various kinds of threats The SecureGas system should be versatile and adaptable to various 
kinds of threats (e.g. third party interference, explosion, fire, 
extreme weather, etc.). 

High 

OP-COND-03 Flexibility The SecureGas system should be flexible: new components (e.g. 
subsystems, sensors, users' legacy systems) should be integrated in 
the SecureGas system in an easy way.

High 

OP-COND-04 Geographical scalability The SecureGas system should be adaptable to different 
geographical areas (linear facilities), from 1 to thousands of 
kilometers. 

High 

OP-COND-05 Resource scalability The SecureGas system should be able to maintain its performance 
and efficiency even in operational demands that exceed everyday 
use.

Medium 
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SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Interoperability OP-INTER-01 Interoperability with 
existing systems 

The SecureGas system should be interoperable with existing 
monitoring tools and systems of end-users. 

High 

OP-INTER-02 Output The SecureGas system should provide output that can be 
used by the crisis management teams of end-users and be 
input for other systems.

Medium 

OP-INTER-03 Mobile devices The SecureGas system should be interoperable with mobile 
devices (such as tablets, smartphones).

Medium  

Detection, situational 
awareness and decision 
support 

OP-DSD-01 Detection of cyber 
threats/attacks

The SecureGas system should be able to detect cyber threats 
and attacks to end-users' IT and OT infrastructures. High 

OP-DSD-02 Landslide hazard 
detection 

The SecureGas system should detect landslide hazards. 
High 

OP-DSD-03 Intrusion detection 
(including motion 
detection)

The SecureGas system should detect and identify suspicious 
persons (intruders) and objects. High 

OP-DSD-04 Third party interference 
detection 

The SecureGas system should detect third party interference 
(e.g. digging, excavating). 

High 

OP-DSD-05 Leak detection The SecureGas system should be able to detect pipeline 
leaks. 

High 

OP-DSD-06 Drone detection The SecureGas system should be able to detect illicit drones. 
Medium 



Securing the European Gas NetworkSU-INFRA01-2018 | Grant Agreement No. 833017

SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Detection, situational 
awareness and decision 
support 

OP-DSD-07 Fire/heat/explosion 
detection 

The SecureGas system should be able to detect 
fire/heat/explosion detection. 

Medium 

OP-DSD-08 Asset manipulation The SecureGas system should detect the illicit manipulation 
of end-users' assets/equipment (e.g. unauthorized 
manipulation of valve stations).

Medium 

OP-DSD-09 Alerting When a threshold is passed, the system should inform the 
operator by an alert (both visual and auditive notification) on 
the User Interface.

High 

OP-DSD-10 Alert confirmation When an alarm goes off, personnel needs to confirm the 
alarm was taken into account.

Medium 

OP-DSD-11 Accuracy of detection 
location 

The SecureGas system should offer accuracy of detection 
location similar to commercial GPS systems (i.e. 2-4 meters). Medium 

OP-DSD-12 Risk level of events The SecureGas system should provide information on the 
risk level of the various physical and cyber threats targeting 
end-users' network. 

High 

OP-DSD-13 Decision support The SecureGas system should provide decision support and 
recommendation services to end-users targeted to priority 
security issues.  

High 
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SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Detection, situational 
awareness and decision 
support 

OP-DSD-14 Share information with 
the public 

The SecureGas system should allow for sharing information 
with the public (predefined target groups) before, during 
and after a security incident. 

High 

OP-DSD-15 Simulation The SecureGas System should provide simulation 
capabilities.

High 

OP-DSD-16 Store data The SecureGas system should store/save historical data for 
as long as the legal framework allows (e.g. in Greece, video 
footage storage is allowed for a maximum of 15 days).

High 

OP-DSD-17 Manual alert The system should allow users to introduce an alarm into the 
system for cases in which automatic detection has not taken 
place.

Medium 

OP-DSD-18 Detection of non 
available 
subsystems/sensors 

The system should notify the operator when the source of 
information for the sensors/subsystems is no longer 
available/accessible (system health check). 

High 
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SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Usability OP-USA-01 User friendly The SecureGas system should have a user friendly interface.  
High 

OP-USA-02 Multilingual interface Interface should be available in English, Italian, Lithuanian, 
Greek (and more languages if needed).

Medium 

OP-USA-03 Maintenance The maintenance of the SecureGas system should be carried 
out by the end-users. 

Low 

OP-USA-04 Modularity The SecureGas system should be modular meaning that 
users should be able to use either parts of or the whole 
system depending on their needs.

High 

OP-USA-05 Accurate information The SecureGas system should provide accurate information 
to the stakeholders. No more than 5% of total alarms 
generated should be false. 

High 

OP-USA-06 Replaceability (back-up) The SecureGas system should provide a possibility to 
store/back-up the gathered data. High 

OP-USA-07 Recovery time The system recovery should be fast (i.e. within a couple of 
hours). 

High 

OP-USA-08 Availability The availability of the system should be 95%. In other words, 
taking into consideration the time for maintenance and the 
mean time to repair, the SecureGas system should be fully 
available at all times.

Medium 
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SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Information 
Management

OP-INFOR-01 Information filtering - Entity 
involved 

The SecureGas system should allow the application of filters on 
available information so as information is categorized/classified 
based on the role of the person who accesses the system.

Medium 

OP-INFOR-02 Information filtering -
Criticality/importance of 
information  

Information should also be categorized/classified based on the 
criticality/importance of information (i.e. the alerts should be 
categorized/classified based on the risk level of the detected 
event). 

Medium 

OP-INFOR-03 Information filtering -
response level 

Information should also be categorized/classified based on the 
response level.

Low 

OP-INFOR-04 Information classification 
and categorization

Information classification and categorization are required so that 
users can filter incoming information and are not overloaded with 
information unnecessary to their work. The system should be 
customizable to allow for such information filtering. 

Medium 

OP-INFOR-05 Supported data The system should allow the displaying of different kinds of data 
such as:
- maps and data from mapping software (such as roads, threats 
and risks, CBRN risks, water networks, electrical networks, etc.)
- data on critical infrastructure, vulnerable sites (e.g. their 
location, their type, the number of persons, etc.) and cadastral 
maps if available 
- weather forecasts and relevant meteorological information
- disaster plans.

High 

OP-INFOR-06 Event register The SecureGas system shall allow the setup of an event register 
that will record and trace all SecureGas related actions that are 
carried out during the crisis.

Medium 
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SecureGas User Requirements

Operational  Requirements 
Priority level 

Category Code Title Description

Costs OP-COST-01 Cost-efficient The SecureGas system should be cost-efficient (taking into 
account commercial prices of available equipment). 

High 
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