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SecureGas – PUBLISHABLE EXTENDED ABSTRACT
SecureGas focuses on the 140.000Km of the European Gas network covering the entire value chain
from Production to Distribution to the users, providing methodologies, tools and guidelines to secure
existing and incoming installations and make them resilient to cyber-physical threats. Three business
cases, addressing relevant issues for the Gas sector and beyond (e.g. oil), have been identified so that
to ensure the delivery of solutions and services in line with clear needs and requirements, focused on:
risk-based security asset management of gas transmission and distribution networks; impacts
(economic, environmental and social) and cascading effects of cyber-physical attacks on
interdependent and interconnected European Gas grids; integrity and security, through the
operationalization of resilience guidelines, of strategic installations across the EU Gas network.
SecureGas tackles these issues by implementing, updating, and incrementally improving extended
components, integrated and federated according to an High-Level Reference Architecture built upon
the SecureGas Conceptual Model, a blue print on how to design, build, operate and maintain the EU
gas network to make it secure and resilient against cyber-physical threats. The components are
contextualized, customized, deployed, demonstrated and validated in each business case, according to
the scenarios defined by the end-users. Related services provided by SecureGas will be offered to the
end-users via a Platform as a Service (PaaS), that allows modularity, flexibility, cooperation and thirdparty interoperability, thus securing a long-lasting impact, supporting the project exploitation strategy.
A multidisciplinary consortium (Gas operators, technology providers, research institutions, sectorrelated associations), supports the project implementation across Construction, Demonstration and
Validation phases, as well as a Stakeholder Platform ensures inputs, advise, and a wider Diffusion of
the project outcomes
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EXECUTIVE SUMMARY
The present deliverable D8.1 is the first deliverable of WP8 “Impact Assessment and wider dissemination” and the first main
outcome of T8.1 “End-Users and Stakeholders Engagement”.
This deliverable provides a roadmap for the SecureGas consortium on processes and tools that have been designed and
implemented by the project in order to ensure effective involvement of external stakeholders in project activities. The
document clarifies the objectives of the stakeholder engagement, defines the target categories of stakeholders to be involved
in the project and determines different forms in which stakeholders may be engaged in SecureGas, from simple
communication to active participation in project events (such as stakeholder workshops).
The most important tool for stakeholder engagement in the project is the Stakeholder Platform that allows the SecureGas
partners to exchange relevant documents and establish direct contacts with external stakeholders. The specific functionalities
of the tool ate described in detail in this document.
D8.1 will be updated (final version) in D8.2 at the end of the project (M24).
Due to the fact that both deliverables (i.e. D8.1 and D8.2) are of Public (PU) nature, only information that can be shared with
the public will be reported in D8.1 and D8.2. Indeed, given the nature of SecureGas project and the topic addressed, it is
worth mentioning that activities which cannot be shared with the public and/or with entities/organizations external to the
SecureGas consortium, are not part of D8.1 (and D8.2).

ID: SecureGas_D8.1_FINAL

Page 8

Securing The European Gas Network

1

INTRODUCTION

One of the important aspects of the SecureGas project is to inform external stakeholders about the project activities, and to
receive their feedback on the project’s activities and main outputs. Stakeholder validation is crucial to ensure that the
SacuerGas solution is up-taken after the lifetime of the project, thus ensuring its long-term sustainability.
Carefully planned stakeholder engagement process and properly designed tools ensure that the involvement of stakeholders
in project activities brings added value. The present deliverable provides for such processes and tools, aiming to guarantee
that the input of the right stakeholders is taken into account in the right time of the project lifetime, effectively contributing to
the development of the final outputs of the project.

ID: SecureGas_D8.1_FINAL
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2

STAKEHOLDER ENGAGEMENT

2.1

OBJECTIVES

The main purpose of involving external stakeholders (i.e. organizations /persons outside of the project consortium) in the
SceureGas project is to inform them about the project and its results, obtain their feedback and advice on project activities
and results as well as to identify aspects and areas on which the project should further focus in order to reach its objectives.
External stakeholders will be involved in the SecureGas project in a two-fold manner:
-

Through the online SecureGas Stakeholder Platform (see section 3 of this deliverable), which will grow, over time,
in terms of members and variety of stakeholder categories registered,

-

Through in-person dissemination activities determined in Deliverable D.8.3 ‘Communication and Dissemination
Strategy and Achievements’, and in specific via stakeholders’ participation two project workshops (M4 and M18)
and the final SecureGas event (M24).

This section of the deliverable provides information on the categories of external stakeholders that will be involved in the
project activities as well as on steps and measures that will be taken to ensure that the stakeholders are actively engaged in
the project activities and their input provided, where needed.

2.2

TARGET STAKEHOLDERS

In order to ensure that the feedback provided by the external stakeholders is comprehensive and reflects the needs and
expectations related to the project outputs, the consortium has decided to primarily focus on the following categories of
stakeholders
Table 2.1:
Stakeholder Category

Policy Makers

SecureGas stakeholders - categories
Examples of target domains (not exhaustive list)

• EU and International agencies and regulators, such as the Agency for the
Cooperation of Energy Regulators (ACER); the World Energy Council
(WEC)
• The European Network and Information Security Agency (ENISA)
• The European Cyber Security Organization (ECSO)
• European Network of Transmission System Operators for Gas (ENTSOG)
• Gas Coordination Group (GCG)

Relevant Organizations in the Gas sector
(and beyond)

• Regional Coordination System for Gas (ReCo System for Gas)
• Gas Infrastructure Europe (GIE)
• Gas Network Operators (Gas Producer, TSO, DSO)
• CONCAWE (European Petroleum Refineries Association)

The Community of Critical
Infrastructure Protection and Resilience

• National and European associations in the field of Critical Infrastructure
protection (e.g. Italian Association of Critical Infrastructure Experts (AIIC),
Critical Infrastructure Warning Information Network (CIWIN), European
Reference Network for Critical Infrastructure Protection (ERN-CIP),
Thematic Network on Critical Energy Infrastructure Protection (TNCEIP))
• The Community of Users on Secure, Safe and Resilient Societies Thematic
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Group – Critical Infrastructure Protection (CIP)
• Association of other specific critical infrastructures (e.g. Oil industry,
Transport, Water, Telecommunication)
• Companies providing security-related products/services
Security Industrial Community

• Companies providing consultancy services (e.g. engineering consulting, risk
and resilience management, asset management and business continuity, etc.)
• Working groups in security (e.g. European Organization for Security – EoS;
EARTO Working Group Security Research)

Security Research Community

• Networks in security (e.g. SEREN4)
• JRC - Disaster Risk Management Knowledge Centre (DRMKC)
Depending on the activities in which the involvement of stakeholders is
needed, e.g. standardisation organisations at EU and Member State level

Others

Two of the above mentioned organisations, namely World Energy Council (WEC) - Greek Committee and Conexus Baltic
Grid signed with SecureGas, at the proposal drafring stage, Memoranda of Understanding. If necessary, singing of
memoranda with other organisation will take place, but so far (M4) so such need arose.

2.3

STAKEHOLDER ENGAGEMENT PLAN

This section provides information on the steps to be taken by the consortium to ensure that stakeholders are adequately
engaged in those project activities that require their feedback. Special attention will be paid in this regard to the stakeholder
workshops (as two such events are foreseen in the lifetime of the project), and the Stakeholder Platform.

2.3.1

Sakeholder engagement methodology - overall

The engagement of stakeholders in the SecureGas project is based on the networking capacities of the consortium partners.
This means that, primarily, external stakeholders will be identified through the respective networks and professional contact s
of the SecureGas consortium. The table below presents the professional circles of the project partners.
Table 2.2:

SecureGas consortium networking capacity
Partners Involved

Key topic – Relevant Stakeholders

Security Research in Italy (SeRIt)

LDO, RINA-C

Operational,
technological,
R&D,
institutional and legal aspects of security.
Stakeholders, SMEs, research centres, think
tank.

European Organization for Security
(EoS)

LDO, KEMEA

European security industry and research
community. Security research, solutions and
services across many security domains

LDO, IDMG, ENI, GT, FHG,
KEMEA

Cyber Security related topics, with emphasis
to cyber-physical threats as well

RINA-C, FHG, LDO, ELBIT

Stakeholders and Industry (including SMEs)
of the Security Arena.

Name

The European Cyber
Organization (ECSO)
Integrated Mission
Security (IMG-s)

Security

Group
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European Association of Research
and Technology Organizations
(EARTO)

FHG, KEMEA

EARTO Working Group Security Research Security related topics in the Research Arena

SEcurity REsearch NCP network 4
(SEREN4)

APRE

Cooperation and Networking in Secure
Society Framework Programme

Disaster
Risk
Management
Knowledge Centre (DRMKC)

JRC

Science-policy interface in Disaster Risk
Management (DRM), across the Commission,
EU Member States and the DRM community
within and beyond the EU.

European Network for Transmission
System
Operators
for
Gas
(ENTSOG)

AMBER, CONEXUS Baltic
Grid (member of the
Stakeholders Platform)

Facilitate and enhance cooperation between
national gas transmission system operators
(TSOs) across Europe in order to ensure the
development of a pan-European transmission
system in line with EU energy goals.

European Petroleum Refineries
Association (CONCAWE)

ENI

CONCAWE monitors a combined network
nearly 37,500 km onshore oil pipelines, and
analyses incidents by causes, procedures and
clean-up costs of spillages. SecureGas
technology transfer to oil segment.

During the project lifetime, this core network will be expanded by invitations and snowball sampling technique. In practical
terms it means that before each SecureGas event/activity requiring the involvement of external stakeholders, the consortium
partners will be asked by APRE to provide information about organisations that could potentially provide valuable feedback
for the respective event/activity. Upon confirmation by APRE and the project Coordinator (RINA), the selected organisations
will be invited to join the SecureGas event/activity and to register to the Stakeholder Platform to stay regularly updated about
the project progress. The selection procedure will take into account the specific needs of the engagement activity as well as
other factors such as the category of stakeholders, the geographic distribution, etc. This technique has been already
implemented for the preparation of the 1 st SecueGas Workshop and proved to be successful, resulting in the participation to
the 1st workshop of 14 external stakeholders from across Europe and multiple registrations on the Stakeholder Platform.
In order to ensure that the above-defined engagement process is smoothly implemented, the consortium have identified the
following future events/activities that will inevitably require the participation of external stakeholders:

-

2nd SecureGas workshop that will take place in M18 and will aim to receive inputs from end-users on the
demonstrations and the their perspective on the results reached so far, so that to better understand market
acceptance

-

SecureGas final event that will take place on M24 and will aim at presenting the final outputs of the project.

In addition, the consortium foresees that the stakeholder input might be needed for additional activities of the project, such as
for example identification of areas where new standards are needed and/or to define potential certification mechanisms. At
this early stage of the project, it is difficult to provide a full list of all activities that will require stakeholder’s feedback,
however the consortium partners are aware that if such a need arises, there is the possibility to engage stakeholders in the
respective activity in various forms, depending on the expected results and the level of stakeholder involvement needed.
The forms of engaging stakeholders in the SecureGas activities will range from simple communication in order to inform
them and keep them updated about the project activities and results, up the to the active involvement of a selection of them
(as described before) in specific project activities at a specific point in time of the project. This approach results in following
stakeholder involvement measures to be used by the project:
-

Providing information about the project, its activities and results through the project website and social media, as
well as through the communication networks of the consortium partners – low involvement level
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-

Sending periodic newsletter to registered users of the SecuerGas website – low involvement level

-

Publishing in scientific journals and magazines – low involvement level

-

Attending thematic conferences and fair and presenting SecureGas project at external events – low involvement
level

-

Using the Stakeholder Platform as a point of direct contact with external stakeholders – medium involvement level

-

Organisation of physical meetings with external stakeholders – high involvement level

2.3.2

Stakeholder engagement to SecureGas events

With reference to the organisation of physical meetings with external stakeholders (and in specific stakeholder workshops),
the project has foreseen a specific budget for the organization of meetings with stakeholders, and a targeted reimbursement
procedure has been established by APRE (see Annex A for reimbursement rules) to ensure that stakeholders accept
invitations without worrying about travel and accommodation costs. A targeted methodology is to be implemented for each
stakeholder meeting in order to ensure that the expected outcomes are achieved. APRE, as the partner responsible for
stakeholder engagement, has long-standing expertise in meetings’ facilitation techniques, and will design specific
methodologies, tailored to each stakeholder meeting separately, depending on the expectations from and objectives of each
event. Methodologies for SecureGas events involving stakeholders will be designed following the subsequent steps:
1) Alignment on the specific topic and objectives of the event as well as the main outputs expected from the event,
2) Based on point 1, design of the adequate stakeholder engagement activities/methodology, preferably involving interactive
forms of participation.
3) Alignment on the steps further, including the manner of using the results of the event in future project activities.
Based on the lessons learnt from the 1st stakeholder workshop, it is important to ensure:
-

active involvement of relevant consortium partners in the methodology design process so that they clearly
understand their roles and responsibilities during the event;

-

early selection an invitation process that will guarantee that the right number and right categories of stakeholders
will attend the workshop;

-

to stay in regular (but not too frequent) contact with the invited stakeholders, providing them, in advance, with all
necessary information that will facilitate their participation during the event and ensuring that they come to event
aware of the problems that will be discussed and type of feedback expected from them;

-

during the event, make sure that all participants understand their roles and activities that will be implemented and,
if needed, repeat instructions several times.

2.3.3

Stakeholders’ engagement in the Stakeholder Platform

The aim is to involve in the Stakeholder Platform at least 30 external stakeholders. In order to populate the Platform with the
expected number of the target stakeholders, the following steps are to be taken:
1)

Invitation of those stakeholders who participated to the 1st SecureGas workshop that took place on 10 September
2019 in Freiburg (Germany), i.e. 14 persons representing the following organizations:
Table 2.3:

Stakeholders to be invited to the Stakeholder Platform

Organisation
Department of Labour Inspection

ID: SecureGas_D8.1_FINAL
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Innogy Česká republika a.s.

Czech Republic

GridServices, s.r.o.

Czech Republic

DESFA

GREECE

Thessaloniki Water Supply & Sewerage EYATH SA

Greece

Regulatory Authority for Energy

Greece

FGSZ Plc.

Hungary

Conexus Baltic Grid AS

Latvia

Eustream a.s.

Slovakia

Energienetze Steiermark GmbH

Austria

Operator Gazociagow Przesylowych GAZ-SYSTEM S.A.

Poland

Trans Adriatic Pipeline

Switzerland, Greece, Albania, Italy

This step is to be implemented in M5 of the project.
2) Invitation of stakeholders who have been suggested by the SecuerGas consortium as potential participants to the 1st
SecureGas workshop, but either could not participate for various reasons or have not been shortlisted due to late registration
and/or high interest in the event by other prioritized stakeholders. This list contains 22 organisations, and the selection of the
invitees will be carried out in cooperation with the Coordinator (RINA) and the Work Package Leaders, to ensure that the
targeted categories of stakeholders are invited. This step is to be implemented by M7 of the project.
3) Invitation of external stakeholders that will be identified during the lifetime or the project, e.g. those that will attend the 2nd
SecureGas workshop. This step will be carried out on the ad hoc basis, as the project develops, following the needs of the
project. This step is to be implemented by M20 of the project.
More detailed information about the invitation process, including the consent from, Platform credentials, etc. is provided in
section 3 of this deliverable.
The stakeholder involvement measures offered by the Platform cover:
-

The ‘Library’ section, where relevant information about the project and its results can be uploaded by APRE and
downloaded by all Platform users,

-

The possibility to directly contact each Platform user.

The details of those two functions are described in detail in section 3 below.
It should be underlined that, additional functions of the Platform may be added, if such a need is expressed by the project
partners or external stakeholders. For this purpose, a targeted online survey will be sent to all Platform users at M7, asking
for feedback on the functionalities of the Platform.
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3

STAKEHOLDER PLATFORM (SP) TOOL

SecureGas website (www.securegas-project.eu) is composed of a public area and a restricted area.
The public area is open to all interested internal and external users (i.e. the general public) and contains information and
documents freely accessible by the public (i.e. all those SecureGas documents and information that is not subject to the
confidential/classified restrictions). The area is organized in different sections, such as: events, news, public documents, and
special initiatives. More information about the SecureGas website is provided in deliverable D.8.3 ‘Communication and
Dissemination Strategy and achievements’.
The public area contains also the access page to the restricted area - the “Stakeholders Platform tool” -, open only to the
persons registered to the SecureGas Stakeholders Platform (the Stakeholder Platform consists of organizations representing
the stakeholders in the GAS CI network, i.e. external stakeholders and the SecureGas consortium partners).

Figure 3.1:

SecureGas website_Homepage (SP Tool access)

The “SP tool” is a private (to access only with personal credentials) online that was created with the main purpose of
enabling communication and sharing documents and information between the SecureGas project and external stakeholders. It
is expected to provide advice to ensure a long-lasting “diffusion” of the project outcomes, beyond the project perimeter.
The platform will be kept alive and active during the project timeline, with the view of hosting at least 30 external
stakeholders.
Each SP user will have an information fiche (photo, description, role, expertise, experience, contacts etc.) and they will be
able to access a documents repository – “library (download)”. Each user will be able to see the other registered users, learn
about their skills and get in touch with each of them.

ID: SecureGas_D8.1_FINAL
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LOGIN CREDENTIALS AND ROLES

3.1

The “SP tool” is managed by APRE (SP Manager); which, during the lifetime of the project, will oversee and monitor access
to the platform and creation of login credentials for each SP user. For each new user, the credentials to access the private area
are the following:


USERNAME: family name of the user in lowercase letters



PASSWORD: family name of the user; initials in capital letter

Figure 3.2:

SecureGas SP Tool_Login page

After the first access, all users will be able to change their credentials in their user profiles. (Click on “Profile”, click on
“New password”)
The structure of Roles in the Stakeholder Platform is based on two different levels:
1st level: Administrator (APRE). APRE manages the SP tool and he has the following rights:


access management (inviting and modifying access rights of participants);



manage the “Library” page (uploading, downloading, deleting, commenting and approving documents);



update the ‘Overview’ page (enter alerts, notifications, latest updates).

2nd level: Users (SecureGas stakeholders and SecureGas consortium members). They are active participants to the SP
tool and do not have access and management rights. Their rights are limited to reading and downloading all documents
available in the Platform’s library, managing their personal profile (they should complete their personal fiche with all
required information) and, contacting other SP members.

3.1.1

Login procedure and Privacy Policy

Each stakeholder selected in accordance with the stakeholder engagement procedure explained in section 2 of this
deliverable, will be invited to join the SP following the following steps:
-

Following the GDPR requirements, each selected stakeholder will be requested to fill in a consent form and accept
the Privacy Policy, whereby they agree to the processing of their personal data for the purpose of participation to
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and management of the Stakeholder Platform, for the period of the duration of the project. The text of the consent
from and the Privacy Policy are the following:
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Figure 3.3:
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-

After having received their consent, APRE, as SP manager, will send them their credentials allowing them to log in
to the Platform, in accordance with the procedure set out in section 3.1. above.

SP TOOL STRUCTURE

3.2

The SP tool has been created in accordance with the brand identity of the SecureGas project.
The SecureGas SP tool is available online at the following direction: www.securegas-project.eu/sptool
The proposed content and the general layout of the SecureGas SP Tool is composed of the following sections:
-

Overview (Home page),

-

Profile,

-

Download,

-

Members,

-

LogOut.

3.2.1

Overview (Home page)

This page is similar for each user.
Below the profile photo of the user, there is a main navigation menu composed of the following sections: Overview – Profile
– Download – Members - LogOut
This page shows updates related to recently uploaded documents (document history) and the latest notices / news

Document
news
Figure 3.4:
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3.2.2

Profile

It is the personal page of each user. It contains personal information such as name, surname, email, biography, organization
etc. Each user is responsible for completing, updating and maintaining this page. Each user can customize the page by
inserting a profile photo. Through this page, each user can change their personal password.

Figure 3.5:

3.2.3

SecureGas SP Tool_Profile page

Library (Download)

This page is the archive of all the documents exchanged between the project and the SP users. It is an archive managed by the
administrator (APRE), in close cooperation with the Coordinator (RINA). It contains folders of documents as well as single
documents. Each document can be viewed as a preview. Each document is uploaded by APRE through the simple "drag and
drop" action.

Figure 3.6:
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In order to ensure that no confidential/classified documents/information are uploaded in the Library, the following
methodology will be followed when uploading new documents in the ‘Library’:
-

Each SecureGas partner, willing to upload a document in the ‘Library’, will send the document to the Coordinator
(RINA), which, in cooperation with the Ethics Advisory Board, will, within 7 working days, verify the document and
check if it does not contain confidential/classified information.

-

In case it does not contain confidential/classified information, the document will be forwarded to APRE. In case it does
contain confidential/classified information, it will be modified by the Coordinator, following the advice/feedback of the
Ethics Advisory Board, and the updated document will be forwarded to APRE.

-

APRE will immediately upload the verified document in the ‘Library’.

3.2.4

Members

It is the page where all the users of the Platform can be viewed. Users are divided into two categories: SecureGas consortium
members and SecureGas Stakeholders. The general information of each member is visible to all Platform users and thanks to
a "mail to" system, each user can contact another user directly at their email address indicated in the profile (for example: a
member of the SG consortium can easily contact a specific SG stakeholder).

Figure 3.7:

3.2.5

SecureGas SP Tool_Members page

LogOut

Each user can log out from the platform by clicking the "LogOut" menu item.
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Figure 3.8:

3.3

SecureGas SP Tool_LogOut page

WORKFLOW DOCUMENTS

All documents are managed by the SP administrator (APRE).
The documents are loaded in the "Library" section; these can be organized in thematic folders or freely uploaded. Each
document contains the file extension (.png, .pdf, .text etc.), the weight, the upload date and the modification date. Each user
can preview the file before downloading.

Figure 3.9:
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CONCLUSIONS
This document, i.e. Deliverable D8.1, provides a concise information about tools and processes for effective engagement of
stakeholders in the SecureGas project, with a special emphasis put on the most important too, i.e. Stakeholder Platform.
This is in line with one of the main Social Objective of SecureGas that is to implement actions to build a consensus among
the entire value chain of Gas, including Gas producer, Gas TSO, DSO, in building effective actions in sharing practices,
results, solutions, supporting the uptake of SecureGas towards EU Gas Critical Infrastructure that are more secure and
resilient against cyber and physical threats.
The content of the document will be regularly updated via the engagement of Stakeholders in the SP and related activities,
until the end of the project, when the next version of D8.1 will be release (it will be Deliverable D8.2).
The procedures described in this document are expected to be followed by all SecureGas partners.
Finally, an in-depth monitoring activity will be carried out so that to make sure stakeholders are effectively and efficiently
engaged in SecureGas, encouraging partners actions towards them so that to make sure that, when needed, a larger consensus
is reached on SecureGas and its specific solutions. This, supported by the exploitation strategy of the project, would
potentially cement SecureGas outcomes acceptance and hopefully implementation into operational conditions once the
project is over.
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Appendix A
SecureGas Reimbursment Rules
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